MOSES & SINGER LLP

Client Alert: California Expands the Scope of its Security Notification Law and January 2008

Medical Privacy Law

On January 1, 2008 a new California law took effect that expands the scope of the California security breach
notification statute and subjects a wider range of health care-related companies to regulation under California’s
medical privacy laws.

California enacted the first state security breach notification law in 2003. This law generally requires that any person
or entity conducting business in California that owns or licenses computerized data that includes personal
information must disclose any breach of the security of the system to any resident of California whose unencrypted
personal information was, or is reasonably believed to have been, acquired by an unauthorized person. “Personal
information” has been defined as an individual’s first name or first initial, in combination with specified data
elements, including a Social Security Number, driver’s license number or account number, credit card or debit card
number combined with any required security code or password.

The new law, A.B. 1298, expands the above definition of “personal information.” It now includes “medical
information” and “health insurance information.” “Medical information” is defined as “any information regarding an
individual’s medical history, mental or physical condition, or medical treatment or diagnosis by a health care
professional.” “Health insurance information” is defined as “an individual's health insurance policy number or
subscriber identification number, any unique identifier used by a health insurer to identify the individual, or any
information in an individual’'s application and claim history, including any appeals records.”

A.B. 1298 was passed with the intent of combating medical identity theft. Under the prior version of the California
Security Breach Notification Law, under circumstances in which sensitive health-related information had been
leaked, the leak did not trigger an obligation by health care entities to notify individuals because the identifiers were
not a Social Security number, driver’s license or financial information. However, since January 1, health care entities
conducting business in California are now obligated to notify individuals in the event of a breach involving medical
information or health insurance information, so long as the entity reasonably believes the information has been
subject to unauthorized access.

A.B. 1298 also expands the reach of California’s medical privacy law, the Confidentiality of Medical Information Act
(“CMIA”) to a wider range of health care-related entities, particularly entities that offer web-based personal health
record services to individuals. Under this law, covered entities are generally prohibited from disclosing medical
information about a patient without the patient’s prior authorization, subject to certain exceptions. While the CMIA
previously defined covered entities to include any business that maintains medical information for the “primary
purpose” of making the information available for diagnosis or treatment, A.B. 1298 deletes the “primary purpose”
standard, thereby expanding the CMIA to regulate “any business organized for the purpose of maintaining medical
information in order to make the information available to an individual or to a provider of health care at the request of
the individual or a provider of health care, for the purposes of allowing the individual to manage his or her own
information, or for the diagnosis or treatment of the individual.”

The impact of A.B. 1298 will be substantial, particularly with respect to the expansion of the terms of the Security
Breach Notification Law. Entities that possess medical information or health insurance information and do business
with California residents must be particularly vigilant about safeguarding this information to avoid triggering
notification requirements, which, in turn, could lead to potentially devastating reputational effects. While the revisions
made by A.B. 1298 that broaden the reach of the CMIA are targeted to entities which create web-based personal
health records, any entity which chooses to submit health information on behalf of an individual to a personal health
record company should be aware of its own obligations under the CMIA. To respond to these new developments in
California law, an entity should review its privacy and security policies now and incorporate any necessary changes
to them-before an incident occurs that could harm the entity and the individuals it serves.

We will continue to keep you informed as to any changes and/or updates to the law.
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Disclaimer

Viewing this or contacting Moses & Singer LLP does not create an attorney-client relationship. This is intended as a general comment on certain legal
issues. It does not contain a complete legal analysis or constitute an opinion of Moses & Singer LLP or any member of the firm on the legal issues herein
described. This contains timely information that may eventually be modified or rendered incorrect by future legislative or judicial developments. It is
recommended that readers not rely on this general guide in structuring or analyzing individual transactions but that professional advice be sought in
connection with any such transaction. To ensure compliance with requirements imposed by the IRS, we inform you that any U.S. tax advice contained in
this communication is not intended or written to be used, and cannot be used, for the purpose of (i) avoiding penalties under the Internal Revenue Code
or (ii) promoting, marketing or recommending to another party any transaction or matter addressed herein.
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