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Beware of Scams Targeting Law Firms

Would you ever fall for an email scam that begins, “I am the former oil minister of Nigeria....”? Of course
not. But did you know there is a clever e-mail scam targeting lawyers? Scammers are manipulating
email and the Internet to link lawyers with fake new clients. They hope to hoodwink lawyers into
accepting a bank cashier's check, which is commonly mistaken to be as good as cash, except their
cashier's check has bounced because it is a forgery.

The Scams

There are many scams circulating that attempt to pilfer funds from law firms. Because of the way these
scams operate, anyone who litigates is particularly susceptible.

In a typical scenario, the lawyer will receive an e-mail to the effect that a Pacific Rim business needs to
retain a North American lawyer to recover debts from a North American debtor. Sometimes the e-mail will
name another lawyer as the source of the referral.

If the lawyer receiving such an e-mail does an online search of the names of the referring attorney or the
debtor, he or she will find that they are legitimate. Sometimes the e-mail discussion can continue for an
extended period covering such items as retainer agreements, progress of settlement negotiations, etc.

Finally, the lawyer receives a cashier’s check apparently from a reputable bank on behalf of the debtor for
the lawyer to deposit in a client trust account. The cashier's check appears to be completely legitimate.
The “client” then aggressively presses for an immediate wire of the amount owed to it minus the
attorney’s fees. If the lawyer sends such a wire under the mistaken belief that the cashier’'s check is the
equivalent of cash, he or she will be horrified to discover days later that the cashier’s check has bounced.

In general, lawyers should be leery of situations in which someone sends funds to the firm and then asks
the firm to send a portion of the funds to a third party. The lawyer should question whether there is a
legitimate reason for the payment to go through the firm rather than directly.

In addition, watch out for scammers posing as prospective clients requesting the firm’s wire instructions or
bank account details. This could be a pretense to obtain the information to rob money from the firm'’s
account.

The Solutions
How can you protect yourself?

e Be alert to the fact that these scams exist;

e Know your client. If you are not sure who is contacting you, check them out. Also check with
referring attorneys to confirm the legitimacy of the client;

¢ Don’t rely on contact information which is provided. Independently find contact information and check
it out;

e Be sure there is a legitimate reason for your firm to be making any payment;

¢ Do not send funds or a check unless you have first received good funds (or are willing to extend
credit); and

o Where possible, avoid receiving checks by having immediately available funds wired directly into your
account.
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If you have questions regarding this Alert, please contact Devika Kewalramani at 212.554.7832/
dkewalramani@mosessinger.com or Arnold N. Bressler at 212.554.7636/
abressler@mosessinger.com.
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The lawyers of the Legal Ethics & Law Firm Practice group have extensive experience in advising on
legal ethics and risk management, as well as on partnership structures, financing, real estate matters,
employment practices, taxation and third-party contractual relationships. They bring an in-depth
understanding of law firm economics and management to the table, which enables us to provide practical
and cost-effective solutions to lawyers and law firms.

Since 1919, Moses & Singer LLP has provided legal services to diverse businesses and to prominent
individuals and their families. Among the firm’s broad array of U.S. and international clients are leaders in
banking and finance, entertainment, media, real estate, healthcare, advertising, and the hotel and
hospitality industries. We provide cost-effective and result-focused legal services in the following primary
areas:

e Advertising e International Trade
e Banking and Finance ¢ Internet/Technology
e Business Reorganization, Bankruptcy and e Legal Ethics & Law Firm Practice
Creditors’ Rights e Litigation
e Corporate, Securities and M & A e Matrimonial and Family Law
e Employment and Labor e Privacy
e Entertainment e Private Funds
e Healthcare e Promotions
e Hotel and Hospitality o Real Estate
e Income Tax e Trusts and Estates and Wealth Preservation
¢ Intellectual Property
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Disclaimer

Viewing this document or contacting Moses & Singer LLP does not create an attorney-client relationship.

This document is intended as a general comment on certain developments in the law. It does not contain a complete legal analysis
or constitute an opinion of Moses & Singer LLP or any member of the firm on the legal issues herein described. This document
contains information that may be modified or rendered incorrect by future legislative or judicial developments. It is recommended
that readers not rely on this general guide in structuring or analyzing individual transactions or matters but that professional advice
be sought in connection with any such transaction or matter.

Attorney Advertising
It is possible that under the laws, rules or regulations of certain jurisdictions, this may be construed as an advertisement or
solicitation.
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