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Employment Update

Keeping Your Assets From Walking Out the Door:
Key Checklists

Employee mobility is a major factor in the present economy due to layoffs and forceful recruiting, as well as the usual factors resulting in employee movement.
Unfair competition from key former employees who are fully familiar with company "know-how" or with a company's key suppliers and customers can severely
damage a company's business. In a marketplace where the use and manipulation of information can be the central ingredient to business success, the protection
of that information becomes an extremely important business priority of management and its counsel.

We look at steps that can be taken to lessen the risk of significant loss when an employee departs, and the legal backdrop of those steps. Regardless of the steps
taken, some disputes will end up in court. There will be cases of breach of contract, diversion, theft and bad faith. In addition, good faith disputes will exist as to
whether particular materials or information are confidential or protectable or whether particular post-employment restrictive covenants are enforceable. Set forth
below are checklists designed both to help management protect assets and customers as well as the company in the event litigation arises.

If you have questions concerning this Update, please contact Abraham (“Avi’) Y. Skoff, co-chair of Moses & Singer's Employment and Labor practice, at
askoff@mosessinger.com or at 212.554.7897.

Identify What Needs Protection Establish Overall Program to Protect Assets Monitor Assets

. Identify which assets and relationships | e« Execute Confidentiality, Non-Disclosure, and, e Implement management training and

need protection, confidentiality, etc.

Identify employees that have involvement in
these assets and relationships.

Determine if key employees are subject to
Non-Competition, Non-Solicitation, Confi-
dentiality or other agreements or to binding
protective personnel policies.

Determine if the company needs to
negotiate protective agreements or other-
wise establish protections and proceed
accordingly.

Conduct annual Intellectual Property Audits.
Consider alternate means of protection:
trade secret, confidential information, patent
protection, copyright, trademark.

where appropriate, Restrictive Covenant and
Non-Competition Agreements at the time of
hiring.

e  Execute agreements subsequent to inception;
need for consideration.

e Create and maintain appropriate confiden-
tiality.

e Implement corporate and personnel policies
concerning handling, protection and owner-
ship of information used or obtained in
employment: trade secrets, intellectual
property, proprietary information.

e Obtain employee acknowledgement and
agreement to comply.

e Create a culture that recognizes the
importance of company information.

e  Access passwords.

e Restrict physical access, where appropriate.

compliance.

e Decline use of assets owned by others
brought in by new hires and direct that such
assets be returned or otherwise treated
properly.

e Obtain employee acknowledgements of
personnel or corporate policies.

e Monitor unusual conduct;
possibility of improper conduct.

¢ Monitor missing files and materials.

¢ Pay attention to unusually clean work areas.

e Monitor announcements of "new" busi-
nesses, methods or deals, which look too
similar to those of the company.

¢ Pay attention to "hunches" of the team.

e Monitor software, where appropriate, for
unusual or excessive downloading.

consider the
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Protecting Assets and Customers
When an Employee Departs

e Limit access, then freeze access.

¢ Conduct exit interviews.

e Send reminders re employer's expectation of
compliance  with Confidentiality, Non-
Disclosure, Restrictive Covenant and Non-
Competition Agreements.

e Preserve and evaluate departing employee's
laptop, data, email, email client, inboxes, hard
drives, documents, etc. Litigation holds.

e Send reminder letters about employee's
obligations.

e Send demand letters demanding return of
property, compliance with agreements and
legal obligations.

e Implement  enforcement
appropriate.

¢ Issues regarding enforcement of Restrictive
Covenants and Non-Competition Agreements
after layoffs.

e Continue protection of trade secrets and
confidential information under agreements and
applicable law.

¢ Consider severance agreements, releases,
and "Garden" leave.

¢ Energetic and good faith business efforts with
customers and business partners.

actions, where

Basis for Legal Action — Key Theories

¢ Breach of Confidentiality and Non-Competition
Agreements, other contracts.

e Misappropriation of trade secrets or Uniform
Trade Secret Act claim, where applicable.

e Irreparable harm; injunctive relief.

¢ Unfair competition claims.

e Interference  with contract or business
relationships.

o Defamation.

e Computer Fraud and Abuse Act claims, where
applicable ("CFAA").

¢ State law claims.
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MOSES & SINGER LLP

Since 1919, Moses & Singer has provided legal services to diverse businesses and to prominent individuals and their families. Among the firm's broad array of
U.S. and international clients are leaders in banking and finance, entertainment, media, real estate, healthcare, advertising, and the hotel and hospitality industries.
We provide cost-effective and result-focused legal services in the following primary areas:

e Advertising o Intellectual Property

o Asset Protection ¢ International Trade

e Banking and Finance ¢ Internet/Technology

e Business Reorganization, Bankruptcy and e Legal Ethics & Law Firm Practice
Creditors’ Rights o Litigation

e Corporate, Securities and M & A e Matrimonial and Family Law

e Employment and Labor e Privacy

e Entertainment e Private Funds

e Healthcare e Promotions

o Hotel and Hospitality o Real Estate

¢ Income Tax e Trusts and Estates
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Disclaimer

Viewing this document or contacting Moses & Singer LLP does not create an attorney-client relationship.

This document is intended as a general comment on certain developments in the law. It does not contain a complete legal analysis or constitute an opinion of Moses & Singer LLP or any member of the
firm on the legal issues herein described. This document contains information that may be modified or rendered incorrect by future legislative or judicial developments. It is recommended that readers not
rely on this general guide in structuring or analyzing individual transactions or matters but that professional advice be sought in connection with any such transaction or matter.

Attorney Advertising
It is possible that under the laws, rules or regulations of certain jurisdictions, this may be construed as an advertisement or solicitation.
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